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2. Cyber threat landscape
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Threat levels rising

Moving upstream
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2. Cyber threat landscape





Fraud figures NL
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Source: Payments Association Netherlands



Nation states
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A little journey…
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Source: Buzzfeed.com, Top secret devices from the dangerous world of spies, 12 Feb 2017
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Take away:

‘Anything that can be used, 
will be used’



… And is commercially available
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At your service
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3. Fundamentals



3. Fundamentals and resilience
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3. Fundamentals and resilience
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Identification

ProtectionDetection

Recovery 

Gover
nance
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Identification

ProtectionDetection

Recovery 

Gover
nance

Testing

Situational awareness

Learn and evolve



3. Fundamentals and resilience
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Key messages guidance:

1.Board and governance is critical
2.Understand the battlefield
3.Safe and quick resumption
4.Collective endeavour
5.Learn and evolve
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There is a new kid in town: Reducing the risk of wholesale 

payments fraud related to endpoint security

CPMI developed a strategy to encourage and help focus 
industry efforts to reduce the risk of wholesale payments fraud 
related to endpoint security.

The strategy is composed of seven elements*:

designed to work holistically to address all areas relevant to 
preventing, detecting, responding to and communicating about 
fraud.

* #Bonus material#
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There is a new kid in town: 

Benoît Cœuré - Chair, Committee on 
Payments and Market 
Infrastructures: 

“The success of this plan depends on 
clear ownership and active 
engagement by all stakeholders, 
public and private sector alike”.
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There is a new kid in town: Reducing the risk of wholesale 

payments fraud related to endpoint security

The strategy’s primary aim is to encourage and help focus 
industry efforts to reduce the risk of wholesale payments fraud 
and, in doing so, support financial stability. T

This report discusses the wholesale payment ecosystem and 
endpoints, and the risk of wholesale payments fraud, stressing 
the need for a holistic approach and coordination It then 
presents the strategy, which comprises seven elements 

.
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There is a new kid in town: Reducing the risk of wholesale 

payments fraud related to endpoint security

CPMI plans to promote, support and monitor local and global progress in 

operationalising the strategy with due recognition of the need for 

flexibility to reflect the uniqueness of each system and jurisdiction, 

including the:

• legal, regulatory, 

• operational and technological structures,  

and 

• constraints under which they may operate
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#Bonus material#

Points for consideration for operationalising the 

strategy:

Element 1 – Identify and understand the range of 

risks 

Element 2 – Establish endpoint security 

requirements 

Element 3 – Promote adherence

Element 4 – Provide and use information and tools 

to improve prevention and detection 

Element 5 – Respond in a timely way to potential 

fraud 

Element 6 – Support ongoing education, awareness 

and information-sharing 

Element 7 – Learn, evolve and coordinate
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Useful links

CPMI-IOSCO guidance on cyber resilience for financial market infrastructures

https://www.bis.org/cpmi/publ/d146.pdf

Committee on Payments and Market Infrastructures (CPMI)

Reducing the risk of wholesale payments fraud related to endpoint security 

May 2018 

https://www.bis.org/cpmi/publ/d178.htm
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